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Disaster Recovery Plan  

Bioterrorism 
The intentional release or dissemination of 

biological agents as a means of coercion. 

Get information immediately from the SAPS or via the news 

media as to the right course of action; If you think you have 

been exposed, quickly remove your clothing and wash off your 

skin; Remove all staff to central point and ensure that they 

are comfortable; Call an ambulance.  

Civil Unrest 

A disturbance caused by a group of people that 

may include sit-ins and other forms of 

obstructions, riots, sabotage and other forms of 

crime, and which is intended to be a 

demonstration to the public and the 

government, but can escalate into general 

chaos. 

Contact the SAPS and HR representative for the proper course 

of action. 

Fire 
Even with strict building fire codes, people still 

perish needlessly in fires. 

Attempt to suppress fire in early stages; Always evacuate 

personnel on alarm to the evacuation point; Notify fire 

department; Shut off utilities; Fire Team to assist. 

 

Hazardous 

Material Spills 

The escape of solids, liquids, or gases that can 

harm people, other living organisms, property or 

the environment, from the intended controlled 

environment such as a container. 

 

Leave the area and call the local fire department for help. If 

anyone was affected by the spill, call the local Emergency 

Medical Services line. 

Nuclear & 

Radiation 

Accidents 

An event involving significant release of 

radioactivity to the environment or a reactor 

core meltdown and which leads to major 

undesirable consequences to people, the 

environment, or the facility. 

Recognize that a Nuclear incident has or may occur. Gather, 

assess and disseminate all available information to first 

responders. Establish an overview of the affected area. 

Provide and obtain regular updates to and from first 

responders. 

 

Theft / Break in 

 

Theft of assets due to criminal elements 

obtaining illegal entry into the property and 

removing company assets. 

 

Contact SAPS; assist them in gaining entry and in providing 

stolen assets breakdown; Alert Senior management and IT; 

Advise Insurance company; Ensure that data backups are 

kept offsite and are easily available. 

 

Power Failure 

Caused by summer or winter storms, lightning 

or construction equipment digging in the wrong 

location or municipal black-outs. 

 

Check if it is a municipal black out. Contact the municipal 

authorities and get an expected time period; IT to power-off all 

Servers after a graceful shutdown if period too lengthy for the 

UPS.  

 

Death of KI Any unforeseen event  

Be able to contact Rickus Hessell or Nelmari Finlay to 

continue with the KI duties, until a suitable replacement has 

been found. 


